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Lé com muita aten¢éo o enunciado e responde atentamente.

1. Tendo em conta esta captura de pacotes numa rede responde as questdes que se

seguem:
Wl (Untitied) - Wireshark . e
file Edt \iew Go Capture Analyze Ststistics MHelp
BN EEXRE Aer»0oTA2([EE Qaan @aD® % &
Filter: ip.addr == 74.43.437 v  Expression.. Clear Apply
No. Time Source Destination . Protocol info £
FUYYS2 LBAIB.D/OUS 1YL, 10N, L. LUY /4. 45.4.57 e I3L/4 > LYY ALK SEQ=3 ACK=Y WIN=L/3L5 Len=u
799934 18458, 68111 192.168.1.105 74.43.4.37 TCP $3179 > 19925 PCK Seq=1 Ack=1 win=17520 Len=0
799935 18458.68147 102.168.1.105 74.43.4.37 TCP 53179 > 19925 [PSH, ACK] Segel Ack=l Win=17520 Len=1
799537 18459,14861 192.168,1.105 74.43.4.37 TCP 53179 > 19925 [ACK] Seqw2 Ack=8 wine-17513 Len=0
800245 18513.73744 192.168.1.105 74.43.4.37 TCP 53179 > 19925 [ACK] Seq=3 Ack=% win-17513 Len=0
800247 18513.73769 192.168.1.105 74,43.4.37 TCP 53181 > 19925 [ACK] Seqel Ack<l win«17520 Len«0
BOO24% 18513, 73707 102.168.1.105 74.43.4.37 TCP 33181 > 198925 [PSM, ACK] Seqgel Ackel Winel7520 Lénsl
800250 18513.98424 192.168.1.105 74.43.4.37 TCP 53181 > 19925 [ACK] Seq=2 Ack=8 win=17513 Len=0
800520 18568, 77922 192.168.1.105 74.43.4.37 TCP $3181 > 109925 [ACK] Seq=3 Ack=% win=17513 Len=0 ‘
800522 18568, 78842 192.168.1.105 74.43.4.37 TCP $3184 »> 19925 [ACK] Seq=1 Ack=1 win=17520 Len=0
800523 18568.78906 192.168,1.105 74.43.4.37 TCP $3184 > 19925 [PSH, ACK] Seqel Ack=1l wWin=17520 Len=1
800525 18569.03540 192.168,1.105 74.43.4.37 TCP 53184 > 19925 K] Seqe2 Ack=8 Win=17513 Len=0

800768 18623.95244 192.168.1.105 74.43.4.37 TCP 53184 > 19925 TACK] Seo=3 Ack=% win=17513 Len=0
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Frame 800248 (55 bytes on wire, 55 bytes captured)
&thernet 11, src: IntelCor_41:a6:1d (00:1d:e0:41:a6:1d), 0st: Cisco-L1_fd:17:33 (00:18:39:fd:17:33)
Internet Protocol, Src: 192.168.1.105 (192.168.1.105), DsSt: 74.43.4.37 (74.43.4.37)
version: 4
Header length: 20 bytes
w pifferentiated services Field: 0x00 (DSCP Ox00: pefault; ECN: 0x00)
Total Length: 41
Identification: 0x60f5 (24821)
@ Flags: 0x04 (pon't Fragment)
Fragment offset: O
Time to live: 128
Protocol: TCP (Ox06)
@ Header checksum: 0xB978 [corract]
Source: 1%2.168.1.105 (192.168.1.105)
pestination: 74.43.4.37 (74.43.4.37)
Transmission Control Protocol, Src Port: 53181 (53181), Dst Port: 19925 (19925), Seq: 1, Ack: 1, Len: 1
Source port: $3181 (53181)
pestination port: 19925 (19925)
Sequence number: 1 (relative seguence number)
[Next sequence number: 2 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
W Flags: 0x18 (PSH, ACK)
window stze: 17520
W checksum: Oxcdaf [correct]

| Data (1 bytre)
Data: 40

0000 00 18 3% fd 17 33 00 1d e0 41 a6 1d 08 00 45 00 ..%9..3.. .A....E.

0010 00 29 &0 f5 40 00 80 06 89 78 cO a8 01 6% 4a 2b .) '.&... .x...13+

0020 04 25 cf bd 4d d5 ¢3 44 be 15 <7 bd ef 9e 5018 .%..M..D ...... P.

0030 44 70 <4 af 00 00 g8 0p....8

Data (data), 1 byte | Packets: 802008 Displayed: 3498 Marked: 1 Dropped: 0 | Profile: Default

a) Qual o protocolo utilizado nesta comunicacao.
-TCP.

Prof. Miguela Fernandes Pag. 1de 3




b) Completa a seguinte frame Ethernet

Bytes 8 6 6 2 0-1500 0-46 4
€C
)
Destination| Source Check-
(@) Preamble sdldiess sdidress Type Dilta Pad ST
)
S ()()
Destination| Source Check-
(b) Preamble g Hediaas SAUBSE Length tha Pad o

DA=00.18.39.fd.17.33)
SA=(00.1d.e0.41.a6.1d)
¢) Com base na informacéo relativa ao pacote IP completa-o

b

An IP Header Format

Version IHL

Type of Service

Total length

Identification

Flags

Fragment offset

Time of live

Protocol

Header checksum

Source address

Destination address

Option (optional)

Data (variable)

Version: 4
IHL: 20 Bytes

Type of service: 0x00 (DSCP 0x00: Default: ECN: 0x00)

Total lenght: 41

Identification: 0x60f1 (24821

Flags:0x04
Fragment offset: O
Time of live:128
Protocol: TCP

Header checksun:0x8979
Source address:192.168.1.105
Destination adress:74.43.4.37

Option:
Data:40
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d) Analisa a frame capturada e completa o segmento TCP:

bt o 1 2 3 4 § 5

4 ] § 10 11 12 13 14 15 18 7 18

19

20

21

22 28 24 2%

25

2 2® 2B 3

31

Source Port Destination Port
Sequence Number
Acknowledgement Number
v|lafprp|RrR|[s|F 7
HLEN Reserved Rlc|s |s|v |1 Window
G K H T N N
Checksum Urgent Pointer
Options (if any) Padding
Data
Source Port:53181
Destination Port:19925
S-N:1
A-N:1
HLEN:20 bytes
Reserved:
Window:17520
Checksum:0x04af
Urgent pointer:
Data:40
2. Qual a designacao dada ao processo que mostra a figura:
Ethernet Packet i
O [ e o]
i
IP Packet I
MIHL Tos L‘ID|FL‘FO‘ttI Prot| cris| ZEnder | Recetver ‘ Data /f ‘
i
TCP Packet ||'
|
ender eceiver
gortnumber E‘ortnumber ¥ ACk#‘Fl‘CHS Data // ‘
i
Encapsolamento de dados.
Fred Silva N° 11
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